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" A in terms of widespread awareness of the vulnerability of

modern society.”
- Linton Wells, chief computer networks official at the Pentagon

We have seen a dramatic increase in size, complexity and diversity of cyber attacks across the Internet over
the last decade.

Words such as worms, viruses, identity theft, denial-of-service attacks, botnets, spyware, phishing attacks
are now part of our lexicon.

As the world moves online ... as we become more reliant on information technology and as we become
more digitally connected, the impact of cyber attacks can be seen in every aspects of our lives.

Whether these attacks are targeted at defense installations, the Pentagon, our national labs, financial
institutions, or critical infrastructures such a power grids ... the potential ramifications for our national
defense, national security and economic security are undeniable.

Let me share a story about a cyber attack on the country of Estonia in 2007. Estonia is one of the most wired
countries in the world. In April and May of 2007, an extensive denial of service attack, brought the entire
country to a standstill. Banks, news websites, utility networks, government agencies were brought offline.
The attack occurred after the Estonian government relocated a memorial dedicated to fallen soviet soldiers
from the center of Estonia’s capital city. These attacks were traced to compromised computers (called bots)
in Russia. There is no concrete evidence that this was state-sponsored. However, make no mistake that
these compromised hosts were located in Russia and eastern Europe.

This is an example of politically motivated cyberattack ... and this is just one example. CNN.com was
recently hit by a cyber attack, traced to hackers in computers in China, shortly after CNN’s unfavorable
coverage of unrest in Tibet.





















Of course, these advanced are going to bring enormous
challenges.

DO BULLET 1:

More than 161 million viewers watched an average of 157
videos per viewer during the month of August.

Google served an estimated 10 billion videos during the
month of august.

DO BULLET 2:

DO BULLET 3: of course, pricing is under pressure. And |
don’t need to remind you that

competition and regulations pose significant additional
constraints



Craig Labovitz in a few mins is going to talk about the
evolution of Internet traffic.

Let me spend a couple of mins focusing on the
evolution of security threats.

Over the last decade, threats to the availability and
security of the Internet have undergone a rapid and
dramatic evolution. A few short years ago, we
witnessed the emergence of highly visible attacks
against Internet users and infrastructure including
Internet Denial of Service (DoS) attacks and highly
virulent Internet worms.

DO BULLETS.
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In recent years, we found ourselves in the midst of a
fundamental shift from attacks that primarily target
infrastructure availability to coordinated attacks
launched from malicious distributed delivery platforms
(i.e., botnets) that harvest the resources of infected
hosts (i.e., bots).

DO BULLETS:
What we are seeing are ...

SKIP ...

Whether attacks are spurred by financial gains or political motives, attackers have become proficient at hiding
themselves using compromised hosts as proxies and amplifying the power of their attacks using distributed
software. The result is vast numbers of compromised computers that have fueled a rapid increase in spam,
phishing, and identity theft.

Significant challenges for wireless device and network security
Protecting cloud infrastructure key to longer-term adoption

Social media applications opens new avenues for hackers
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TOMORROW: So What's ahead ...

There is no question that future security challenges
will follow Internet adoption patterns.

DO BULLETS.

BOTTOM LINE:

Internet adoption patterns will lead to a dramatic
shift in the size, complexity, and diversity of cyber-
security attacks.

SKIP:

we discuss how future security challenges will follow Internet adoption patterns including: the
explosive growth of on-line data; the proliferation of mobile devices connected at broadband speeds;
and the emergence of a “cloud” computing paradigm that will transform the cyber landscape,
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Towrap up ...

Recognizing that many of tomorrow’s breakthroughs will occur at the intersections of diverse
disciplines, we need to be leading actors in this enormous global transformation, rather than
spectators. That's exciting!
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