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Our Credentials

We operate two major cyber crime labs:

We positioned the Defense Computer Forensics Lab
to be the largest accredited digital lab in the world

Over 50% of cleared digital forensics examiners in
the country work for General Dynamics

Our commercial lab handles tough cases that no
one else can

Our digital forensics team is the best in the business

Average years of professional experience: 15
Average number of cases worked by examiner: 74

Number of personnel recognized as expert witness: 23
Number of court appearances: 72

Number of cases completed: 3,748
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Unmatched Performance
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The Breaches - The Victims

- Banking & Finance— 20%
- Defense Industry — 10%
- Medical — 15%

. Retall — 35%

- Technology Firms — 20%
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The Breaches - Attack Vectors

- Wireless Vulnerabillities — 10%
- SQL Injection — 40%

» Phishing — 15%

. Insider — 30%

» No breach — 5%
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The Breaches - Type of Network

- Defense in Depth?
- Use of enclaves — 20%
- Use of HIDS & IPS — 30%
« Outbound monitoring — 15%

. Data integrity controls — 10%

(not intended to total to 100%)
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The Breaches —
Type of Security Monitoring

 Internal SOC - 5%
« External MSS — 40%

- No Monitoring — 55%

We often have to deploy our “SOC in a Box” to be able

to confirm the bleeding Is stopped!
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Evolving Investigative Arena

From “dead box forensics”

To network forensics

To on-line & remote forensics

Requires a new mindset & new skills

Track the attacker’'s movement while
avoiding detection

|ldentify the attacker’s potential targets

Install tailored protective measures
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Evolving Investigative Arena

From one examiner/one case/one box

To forensics teams using distributed tools to
work large data sets and cross case analysis

Requires technology
SANSs to store and access the data

Strong network & data security to
prevent contamination

Sophisticated data mining &
visualization tools

GENERAL DYNAMICS 10
Advanced Information Systems



The Building Blocks - People

Diverse, complimentary backgrounds

Law enforcement investigators
Computer scientists & engineers
Systems administrators and network managers

Development

Formal Training
OJT & Mentoring
Continuous Process

Expert withesses
Annual testing
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The Building Blocks - People

Today’s cyber investigations increasingly
require an integrated, multi-discipline approach

Forensic Examination & Data Preservation

On-Site Incident Analysis and Monitoring
Vulnerability Assessments & Computer Hardening
Security Architecture Analysis and Redesign
Penetration Testing & Network Hardening

IT Security Program Assessment & Development
IT Security Policy, Auditing & Training
Countermeasures
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The Building Blocks - Process

The standards
SWG-DE
|ISO

Quality assurance

Peer review

ASCLD/LAB accreditation — THh& 0|8 &= al
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The Building Blocks - Tools

SANS
Data mining
Enterprise Forensics

“Forensic Readiness”

Test & evaluation

The right tool for the problem!!
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The Building Blocks - Partners

Computer Emergency Response Team
Cyber Forensic Organization
Law Enforcement

Legal Community

The team brings strength individual organizations ca n't

muster!
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